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4. Recovering from having your personal 
information compromised

5. Questions & Answers
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Cyber Facts – Email



Scale and speed of cyber-attacks 
is escalating

• Federal government suffered a 680% increase in cyber security 
breaches in the past six years. (Face the Facts USA)

• Cyber criminals stole over $100 million from US banks in 2013. 
(Congressional Cybersecurity Caucus)

• 600,000 accounts are compromised every day on Facebook
(Floridatechonline.com)

• 43% of companies had a data breach in the past year

• The National Nuclear Security Administration records 10 million 
attempted hacks a day. (Defense News)

• The U.S. Navy receives 110,000 cyber attacks every hour. 
(Floridatechonline.com)

• The estimated annual cost of global cybercrime over $100 billion. 
(Go-gulf.com)



Online Threats

• 30,000 URLs (websites) are infected 
every day; 80% of those infected sites 
are legitimate.  

• 85% percent of all malware, including 
viruses, worms, spyware, adware and 
Trojans, comes from the web.  

• Drive-by downloads have become the top 
web threat. 

Update antivirus and operating system 

Source:  SophosLabs



Angry Birds Malware

1. New Android malware Trojan formats the 
device's SD card and deletes all content 
on it. 

2. Malware hides all notifications about new 
incoming SMS. 

3. An SMS message saying is sent to every 
contact in the device's address book 
and every valid phone number from which 
an SMS is received. 

4. Messages are sent repeatedly to all 
these numbers every five seconds, so 
the mobile account associated with the 
compromised device can be depleted in 
minutes or even seconds.



Smishing Attacks

� ‘smishing’ (term used to describe SMS 
phishing) is a more promising tool for cyber 
criminals than phishing (email) because users 
have fewer defensive technology tools.

� Text messaging—most common non-voice use 
of a mobile phone.

� 73 percent of adults text daily (41.5 
messages/day).

� Ages 18 and 24 average110 messages/day.  
Mobile phones aren’t equipped to help users 
avoid malicious text messages.

Pew Internet American Life Project 



Data Breaches
>30,000+ accounts

Latest

2014

2013

Oct 15
Undisclosed

Oct 13
7,000,000

Oct 12
200,000

Oct 14
Undisclosed

http://www.informationisbeauti
ful.net/visualizations/worlds-
biggest-data-breaches-hacks/



Thousands of Snapchat pics
leaked online

• Explicit pictures and videos taken with photo sharing app 
Snapchat were posted online (10/11/2014) from as many as 
200,000 users.

• The service specializes in photos, videos and messages users 
can send that "disappear" after a period of time. However, 
several services have popped up allowing others to save photos 
or videos.

• Snapchat says the service itself has not been compromised, but 
that users "were victimized by their use of third-party apps.“

• As half of Snapchat’s users are aged between 13 and 17, there is 
concern many of the indecent images might be of children



Data Breaches - Target

40 million – The number of credit and debit cards thieves stole from 
Target between Nov. 27 and Dec. 15, 2013.

70 million – The number of records stolen that included the name, 
address, email address and phone number of Target shoppers.

46% – The percentage drop in profits at Target in the fourth quarter of 
2013, compared with the year before.

$100 million – The number of dollars Target says it will spend 
upgrading their payment terminals to support Chip-and-PIN enabled 
cards.

• In the Target breach, it was a heating and air 
conditioning vendor that was exploited to gain 
entry. 
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Internet of Things (IoT)

• Every device in your house is connected to 
the Internet: Refrigerator, Toaster, Thermostat, 
Water meter, Door Locks, TV Webcam, etc.

• Security researcher sitting at home within 20 
minutes found 22 remotely exploitable 
vulnerabilities in a handful of devices.

• 100M Lines of Code in new cars; 14M Lines 
of Code in Boeing 787 Dreamliner. 

• Hackers broke into more than 100,000 
consumer gadgets (home-networking routers, 
connected multi-media centers, televisions, 
and one refrigerator), and ….

• Used those objects to send more than 
750,000 malicious emails to enterprises and 
individuals worldwide.



Protecting Yourself and 
Your Family

• Social 
Engineering

• Identity Theft

• Creating a 
Hackproof
PassPhrase
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http://www.social-engineer.org/



Common Email Phishing Attack
Subject Lines

Subject: [IMPORTANT] Amount overdue
Subject: [IMPORTANT] Regarding payment overdue
Subject: [IMPORTANT] Recent invoice
Subject: [IMPORTANT] Final letter before commencing legal action
Subject: [IMPORTANT] Payment overdue notification
Subject: [IMPORTANT] Amount overdue notification
Subject: [IMPORTANT] Final notification before commencing legal action
Subject: [IMPORTANT] Invoice overdue notification
Subject: [IMPORTANT] Notification about the amount overdue
Subject: [IMPORTANT] Latest invoice
Subject: [IMPORTANT] Invoice overdue
Subject: [IMPORTANT] Recent invoice unpaid
Subject: [IMPORTANT] Last letter before commencing legal action
Subject: [IMPORTANT] Latest letter on invoice overdue
Subject: [IMPORTANT] Last notification before commencing legal action



Social Engineering

• Fake offers for free cell phone minutes accounted 
for the largest number of attacks on Facebook 
users in 2013. 

• 12% of social media users say someone has 
hacked into their social network account and 
pretended to be them.

• 25% continue to share their social media 
passwords with others.

• 33% connect with people they don’t know.



Voice Message E-mail Scam

1. Someone leaves you a 
voicemail via email.

2. You are invited to 'Listen' 
to your message. By 
clicking “listen is now”.

3. Clicking the button takes 
you to a malicious website 
that will download and 
install a file called 
"Browser 6.5” on your 
computer or phone.

4. If you then click the 
"Agree" button in the 
"browser", text messages 
will be sent to premium 
rate phone numbers.

This scam does not work on Macs as "Browser 6.5 
is not compatible with your computer". However it 
does work on a jailbroken iPhone as jailbroken
phones cannot be protected.



Fake Travel Agency

1. Tricksters create great 
websites for “new” travel 
agencies offering amazing 
deals.

2. The scammers, usually 
using amazing pictures 
stolen from the Internet to 
promote their 
destinations, create fake 
travel agencies for a 
month at a time.

3. Goal is to get hundreds of 
avid tourists who pay on 
the spot, and then close 
down the "business".

High quality websites.  Hard to differentiate from a 
real business. Scammers buy Google AdSense or 
Facebook ads and close deals on spot. 



Credit Card Charges

1. You receive a call from 
someone who says he's 
working for your credit 
card provider, whether 
VISA, Mastercard, or 
American Express:

2. Will ask if you just made a 
large purchase.  If you 
say no, will then ask if you 
have lost your credit card 
or if it’s still in you 
possession. 

3. He will read off the full 
card number on front and 
first 4 digits on back. Will 
ask you to confirm last 3 
digits on back.

4. If you give him the 3 numbers on back he will 
say, “That’s correct” and tell you your money will  
be refunded in 5 business days.

5. There will be no refund, the scammer now has 
your CVV number and can use your card to 
make online purchases.



Stolen PIN With Infrared Camera

1. In line at shopping counter; 
man behind you appears to 
be texting on his cell phone. 

2. Later your find a number of 
charges on your credit card 
bill you didn't make.

3. The guy behind was actually 
activating his camera and 
recording those seconds 
when your credit card is 
passed back and forth, 
registering the numbers on 
it.

4. After you left the counter, he 
used a FLIR One infrared 
camera to steal your PIN. 

5. FLIR One is an infrared attachment to 
smartphone which allows scammer who 
comes right after in you in line to see the 
numbers you pressed on the PIN pad.



Identity Theft

• In 2012, more than 12 million 
Americans were affected by 
identity theft

• Impact to U.S. economy –
$41 billion (Ponemon Institute)

• Every three seconds, a 
consumer’s identity is 
comprised



Who's at risk of identity theft?

• ANSWER – Everyone

• 12% of Americans age 18 or older have been subject to 
identity theft in just the past 12 months.

• Over half (52%) of Americans do not check their free credit 
report annually.

• Just 14% of Americans say they subscribe to identity theft 
protection services such as Lifelock, Identity Guard, or 
LegalShield.

• Just 17% of Americans check their credit regularly with one 
of the credit bureaus.



Child ID Theft

• The rate of identity theft for children was 35 times higher 
than the rate for adults in the same population.

•

• 10.2% of children have had their Social Security numbers 
stolen

• Child IDs were used to purchase homes and automobiles, 
open credit card accounts, secure employment and obtain 
driver’s licenses.

• Children are easy targets. Their identities are often a blank 
slate.

• The probability of discovery is low. Parents typically don’t 
monitor a child’s identity and the crime can go undiscovered 
for many years.



Child ID Theft



Child ID Theft



Medical ID Theft

• Rapidly growing; impacts almost 6% of Americans.

• Ponemon Institute’s 2012 study, “The National Study on 
Medical Identity Theft,” more than 1.85  million victims of 
medical ID 

• Estimated economic impact in United States at $41.3 
billion

• 33% of medical ID theft occurred when a friend or family 
member used an individual’s medical information without 
their knowledge.



Creating a Hackproof
PassPhrase

How to Create a Hackproof PassPhrase

• Example: The quick brown fox jumps over the lazy dog, becomes 
tqbfjotld. 

• Next add a Special Character (@$!)
• Last, add a year followed by a letter (a,b,c)
• Hackproof passphrase tqbfjotld$1932a

• Long enough to be hard to guess
• Not a famous quotation from literature, holy books, et cetera
• Hard to guess even by someone who knows the user well
• Easy to remember
• Not reused between sites, applications and other different sources.

https://howsecureismypassword.net/



Pros

Convenience and security - can 
generate strong secret questions 
Portability – May be portable if 
combined with something like Google or 
Firefox 
Secure storage - Sensitive information 
is encrypted in storage and protected by 
a master password. 
Not just for passwords – Can store 
bank details, insurance numbers, credit 
cards, passport numbers

Recommendation 1. Only use 
password managers that store your 
encrypted password vault in cloud; your 
key’s remain on your computer.

Password Managers

Cons

Single point of failure - If your master 
password is weak then you could lose 
everything if attacker cracks password.
Keys to the kingdom - If your forget
your master password, you may not be 
able to recover your keys.
Trust in the cloud – If your encrypted 
keys are stored in the cloud, and the 
cloud is breached, hackers may be able 
to crack your password.

Recommendation 2. Use two factor 
authentication for your really sensitive 
information and a password manager for 
the rest.

1Password  |  KeePass |  DashLane |  LastPass |  PasswordBox |  SplashID Safe | 



Password Insecurity

The 25 most popular passwords 2013

1. 123456 11. 123123 21. password1

2. password 12. admin 22. princess

3. 12345678 13. 1234567890 23. azerty

4. qwerty 14. letmein 24. trustno1

5. abc123 15. photoshop 25. 00000

6. 123456789 16. 1234

7. 111111 17. monkey

8. 1234567 18. shadow

9. iloveyou 19. sunshine

10. adobe123 20. 12345



Brute Force Attack

Today any 7 character password can be 

cracked by brute force in hours using a regular 
personal computer with a GPU graphics card.

• Time to break a five character random 
password like ‘xnZyr’ – 24 seconds at a rate of 
9.8 million password guesses per second. 
(normal CPU) 

• Time to break same password with the addition 
of a GPU graphics card – 1 second

Source:  http://howsecureismypassword.org/using-passwords-guide/



Google 2-Step Verification



Using Social Media Safely

1. Social Media Oversharing

2. Facebook Privacy Checkup

3. Social Networking Do’s and Don’ts

4. Disabling Smartphone Locational 
Services



Social Media Oversharing

Keep yourself and your information safe, pay careful attention to 
your online activity. Avoid posting information including:

� Travel plans 

� Bank account information

� Your full address and birthdate

� Your children’s’ names, school, and birthdates

� Location information, such as the name of your work place

� Your daily schedule



Facebook Privacy Checkup



Phoenix.gov/infosec



Disabling Locational Services



Recovering from a Compromise

1. Don’t Panic! 

2. Check to see if your user information has 
been posted online 
(https://haveibeenpwned.com/)

3. If your information was compromised by a 
company, contact them to see if they will be 
providing credit monitoring services.

4. Immediately change your passwords!

5. Notify Phoenix Police Department
(https://www.phoenix.gov/policesite/Docum
ents/066344.pdf)



What to Do After Identity Theft

Place an Initial Fraud Alert
• Contact 1 of the credit reporting companies.
• Report that you are an identity theft victim.
• Ask the company to put a fraud alert on your credit file.
• Confirm that the company you call will contact the other 2 companies.

Placing a fraud alert is free. The initial fraud alert stays on your credit 
report for 90 days. Be sure the credit reporting companies have your 
current contact information so they can get in touch with you.

Order Your Free Credit Reports
• Contact each of the 3 nationwide credit reporting companies.
• Explain that you placed an initial fraud alert.
• Order your free copy of your credit report. Ask each company to show 

only the last 4 digits of your Social Security number on your report.

Credit Reporting Companies

Exquifax 1-800-525-6285

Experian 1-888-397-3742

TransUnion 1-800-680-7289

(http://www.consumer.ftc.gov/articles/0274-
immediate-steps-repair-identity-theft)



https://haveibeenpwned.com/



https://haveibeenpwned.com/



Identity Theft Recovery Services

Third party services offered to help victims of ID fraud 
reclaim their identity.

• Fraud Alert Reminders - The company will remind you when the fraud alert 
on your account is about to expire so you can renew it.

• Fraud Specialist - The company provides access to fraud specialists to help 
you manage your fraud case.

• Identity Theft Insurance - The company offers insurance to reimburse you 
for costs related to restoring your identity.

• Lost Wallet Protection - The company offers assistance with canceling and 
replacing lost or stolen debit/credit cards.

http://www.reviews.com/identity-theft-protection-services/

LifeLock | AllClear ID | Identity Force | ID Patrol | Trusted ID | ID WatchDog



Getting Help – FBI

http://www.fbi.gov/about-us/investigate/cyber



Getting Help – FTC

http://www.consumer.ftc.gov



http://www.fcc.gov/s
martphone-security

Getting Help – FCC



Getting Help – StaySafeOnline

http://staysafeonline.org



Questions & Answers
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Thank You!

For more information, please 
visit…Phoenix.gov/INFOSEC


